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DETAILED ACTION 

1 . Claims 1,11 and 21 are amended in the amendment filed on 1 1/04/2005. 
Claims 1. 3-5. 7-11, 13-15. 17-21 and 27-33 are pending in this application. 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on 01/30/2006, The 
submission is in compliance with the provisions of 37 CFR 1 .97. Accordingly, the 
information disclosure statement is being considered by the examiner. 

EXAMINER'S AMENDMENT 

3. An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 
with Edward J, Grundler, Reg. No. 47,615 on 03/28/2005. 

Please amend the applicant as follow: 
1. (Currently Amended) A method for selectively auditing accesses to a relational 
database system comprising: 

receiving a query from a client at a database server that process queries for the 
relational database system, wherein the relational database system comprises a 
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plurality of relational tables, wherein each of the relational tables includes an auditing 
flag which indicates whether auditing is enabled for the relational table; 

determining if auditing enabled by checking the auditing flag; 

if so, automatically modifying the query prior to processing the query, so that 
processing the query causes an auditing record to be created and recorded only for 
selected rows in relational tables that are accessed by the query and that satisfy an 
auditing condition, wherein the auditing condition specifies selecting a row based on the 
value of a field in the row in the relational database; 

processing the query at the database server to produce a query result; 
conditionally creating the audit record only for rows in relational tables that are actually 
accessed by the query and that satisfy the auditing condition; 

recording the audit record in an audit record store; and 

returning the query result to the client. 
1 1 . (Currently amended) A computer-readable medium storing instructions that when 
executed by a computer cause the computer to perform a method for selectively 
auditing accesses to a relational database system, the method comprising: 

receiving a query from a client at a database server that processes queries for 
the relational database system, wherein the relational database system comprises a 
plurality of relational tables, wherein each of the relational tales includes an auditing flag 
which indicates whether auditing is enabled for the relational table; 

determining if auditing is enable by checking the auditing flag; 
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if so, automatically modifying the query prior to processing the query, so that 
processing the query causes an audit record to be created and recorded only for 
selected rows in relational tables that are accessed by the query;and that satisfy an 

,6 

V 

auditing condition, wherein the auditing condition specifies selecting a row based on a 
value of a field in the row in the relational database; 

processing the query at the database server to produce a query result; 

conditionally creating the audit record only for rows in relational tables that are 
actually accessed by the query and that satisfy the auditing condition; 

recording the audit record in an audit record store; and 

returning the query,^r:esylt to the client, 

f 

21 , (Currently amended)^ apparatus that selectively audits accesses to a relational 
database system, comprising: 
a database sever; 

a receiving mechanism, at the database server, that is configured to receive a 
query from a client, wherein the database server processes queries for the relational 
database system, wherein the relational database system comprises a plurality of 
relational tables, wherein each of the relational tables includes an auditing flag which 
indicates whether auditing is enabled for the relational table; 

a determining mechanism that is configured to determine if auditing is enable bv^ 
checking the auditing flag; 
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a query modification mechanism that is configured to modify the query prior to 
processing the query, so that processing the query causes an audit record to be created 
and recorded only for selected rows in relational tables that are accessed by the query 
and that satisfy an auditing condition, wherein the auditing condition specifies selecting 
a row based on a value of a field in the row in the relational database; 

a query processor that is configured to process the query at the database server 
to produce a query result; 

an auditing mechanism that is configured to, 

conditionally create the audit record only for rows in relational tables that 
are actually accessed by the query and that satisfy the auditing condition, 
and to record the auditing record in an audit record store; and 
a returning mechanism that returns the query result to the client. 

Allowable Subject Matter 

4. Claims 1,3-5. 7-11, 13-15. 17-21 and 27-33 allowed over prior art made of 
record. 

The following is an examiner's statement of reasons for allowance: 
As to claim 1 , none of the known prior art alone or in combination neither teach 
nor suggests "receiving a query from a client at a database server that process queries 
for the relational database system, wherein the relational database system comprises a 
plurality of relational tables, wherein each of the relational tables includes an auditing 
flag which indicates whether auditing is enabled for the relational table; determining if 
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auditing enabled by checking the auditing flag; if so, autonnatically modifying the query 
prior to processing the query, so that processing the query causes an auditing record to 
be created and recorded only for selected rows in relational tables that are accessed by 
the query and that satisfy an auditing condition, wherein the auditing condition specifies 
selecting a row based on the value of a field in the row in the relational database;" in 
conjunction with "processing the query at the database server to produce a query result; 
conditionally creating the audit record only for rows in relational tables that are actually 
accessed by the query and that satisfy the auditing condition; recording the audit record 
in an audit record store; and returning the query result to the client," 

Claims 3-5, 7-10 and 31 are depended on claim 1 ; therefore, the depended 
claims 3-5, 7-10 and 31 are allowed under the same reason as to claim 1. 

Claim 1 1 is a computer-readable storage medium storing the executable 
instruction to perform the method recited in claim 1; therefore, the recited claim 11 is 
allowed under the same reason as to claim 1 . 

Claims 13-15, 17-20 and 32 are pended on claim 1 1 ; therefore, the depended 
claims 13-15, 17-20 and 32 are allowed under the same reason as to claim 11. 

Claim 21 is an apparatus to perform the method disclosed in claim 1 ; therefore, 
claim 21 is allowed under the same reason as to claim 1 . 

Claim 23-25, 27-30 and 33 are depended on claim 21; therefore, depended 
claims 23-25, 27-30 and 33 are allowed under the same reason as to claim 21 . 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
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accompany the issue fee. Such submissions should be clearly labeled "Comments on - 
Statement of Reasons for Allowance." 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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